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ENGELS
Always check the online store

Man 2: Hello, ma'am!

Man 1: Good afternoon, we're the internet police.

Woman: The internet police?

Man 2: Absolutely!

Man 1: Yes, we wake up via the internet, for your safety. Isn't your computer properly secured yet?
Man 2: Before you know it, you'll have thieves.

Woman: Oh?

Man 1: And of course, we don't want that.

Man 2: Is it necessary, right?

Woman: No, no, no. Yes, come on over there.

Man 1: Look, there it is, showing off. What a gem of a computer.
Woman: Me, | was just about to buy a new one.

Man 1: Are you shopping online?

Woman: I'm just spending money to reduce my payments.

Man 1: That's a tricky business, ma'am!

Man 2: Oh, look, what a beautiful dog!

Woman: Yes, that's our watchdog. It barks when it sees danger.

Man 2: Look, if you order your computer from this site, you're choosing money.
Woman: Altijdprijs.nl?

Man 2: Yes, no matter what you buy, you always get the sexual price.

Man 1: And they really have everything on offer: sofas, televisions, mobile phones.
Man 2: And a new computer, too.

Always check the website
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There are scammers with unsafe websites, where they offer expensive brands at lower prices, for example. If
you buy something there, you won't get it. You'll lose your money.

They might also ask you to click on a link, so they can access your information.

Such websites often resemble existing websites, but they are slightly different. How do you recognize these
sites?

First, the web address is different. For example, there might be an extra word or hyphen.

Second, there's no company address or phone number on the site. They're unreachable.

Finally, the offers are often too good to be true. Pay extra attention.

So: Always check the website:

1 Check the web address.

2 Check for contact information.

3 Check if offers are too good to be true.
This way, you're staying safe online.

Man 2: If you could just click here to pay...

Man 1: Here.

Woman: No, | don't trust that website!

Man 2: You can just give me a little nudge, right?

Woman: No, | can't! And | don't trust you either.

Man 1: Well...

Man 2: We can just talk about this, can't we?

Woman: No, not at alll Scammers! Get out of here! There's no chitchat here. Get out of my house!
Man 2: Calm down, little lady.

Woman: No, no calm down!
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Never just click on links

Hairdresser: Do you want it short or long?

Marlies: Well, not too short, please. Preferably nice, haha.

Hairdresser: Nice! Lovely, ma'am. How about a cup of coffee?

Marlies: Well, please. Hey, unknown number. It's Bjorn's. He has a new phone number, he says.
Hairdresser: Look.

Marlies: Thanks. So, he's going to buy a new scooter. He needs to ride a bike! It'll give him strong calves.
Hairdresser: Shall we get started?

Marlies: His rent just came through. Can I lend him some money for the scooter? Yes, sorry. He's my best
friend. He wants to borrow money from me. Oh well! Now he's sending me a payment link via WhatsApp!
Hairdresser: What a technology! It used to take days for something to be transferred.

Marlies: Well, indeed. Should I just transfer the money then?
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Bij werkblad 3 Phishing

ENGLISH

Hacked

Neighbor: I'm going grocery shopping and | thought: I'll ask if you need anything.

Marlies: Hacked!

Neighbor: Ground beef? A pound of ground beef?

Marlies: No, I've been hacked!

Neighbor: What? No. How do you know?

Marlies: Well, | was ironing and then | got an email from the bank! | must have a password that's too easy. How
stupid!

Neighbor: You've been hacked...

Marlies: Hacked!

Neighbor: Click here to check your account.

Marlies: No time to waste. Who knows how much money they've taken from my account.

Neighbor: What are you going to do?

Marlies: Click that link, of course, check my account.

Neighbor: Wait, wait, wait, the first thing you should do in a situation like this: "don't panic, stay calm."
Marlies: Stay calm, stay calm... Ah, my blouse! Oh, that's another possibility! What am | supposed to do with an
email like that?

Neighbor: Marlies, would your bank send an email like that?

Marlies: I don't know. Hmm... is this link even secure?
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Dating

Marlies: Hey neighbor, are you going for a walk with Moos?

Neighbor: Yeah, Moos needs to get out for a bit, right? How's it going?

Marlies: Um... Should | tell you? She'll probably have another comment. I met a man. Through a dating site.
Neighbor: Really? How nice! When will | get to see him?

Marlies: I've never seen him myself. Well... he doesn't live in the Netherlands. He lives in South America.
Neighbor: How far away! Watch out, Marlies? You hear all these really weird stories, don't you, about online
dating?

Marlies: Oh, but this is a really fantastic man! He even wants to marry me... When she sees him, she'll
understand.

Neighbor: Marry?

Marlies: Look at him, what a hunk!

Neighbor: But Marlies, you have to be careful. What do you really know about this man? Marlies: Oh, he wants

to come to the Netherlands, he writes. Oh no! Should | go through with this? What should | do now?
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ENGELS
Secure your devices

Man 1: Look, you distract her, I'll put those USB drives in the computer and then I'll copy all that data, okay?
Man 2: Okay! Hi, ma'am. Nice to meet you!

Man 1: Yes, we're the internet police.

Woman: I've never heard of that!

Man 1: Haha, you don't read newspapers, do you? With all the cybercrime these days.

Man 2: We'll check your computer to see if it's secure. We do that completely free of charge.
Man 1: Like it or not.

Woman: Well, | don't know much about computers.

Man 2: Oh!

Man 1 Oh, | see: your computer is suffering from fatigue.

Woman: Fatigue?

Man 2: Yeah, it's pretty slow, isn't it?

Woman: Slow, yes, sometimes.

Man 1: Do you happen to install updates? Woman: Like | said, | don't know much about this.
Man 1: Oh, that's okay. We have plenty of updates. That'll be fine.

Man 2: Dogs! | love dogs, don't you!

Woman: Do you?

Man 2: Yes!

Woman: This one barks when it's dangerous. | can't live without it.

Man 2: Oh! We used to have a little dog. You know what that is? A really tiny dog, but it died...
Man 1: What the hell is this thing!

Woman: What are you doing?

Man 1: Huh? I'm... updating your computer. It just asks for a password. If you just enter it yourself, then we can

continue.

Secure your device

Criminals can break into your computer, tablet, or phone.

Just like you secure your home, it's important to secure your devices.

You do this first with a code or password. You can't use the computer if you don't enter the code or password.
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Secondly, it's important to install the updates on your device. You can set your computer to install these
updates automatically. This keeps your computer, tablet, or phone secure.
Finally, it's important not to let strangers use your computer or phone.

So: Secure your device:

1. Lock it with a code or password.

2. Install updates immediately.

3. Don't give strangers access to your devices.
This way, you're safe online.

Woman: No, you won't get my code. | don't let strangers use my computer!
Man 2: Ouch, you're hurting us.

Man 1: We're not strangers, are we?

Man 2: And we had such a nice chat about your dog!

Woman: I'd rather call a good friend if | need help!

Man 1: But we're here, aren't we? We can update, right?

Man 2: Yes!

Woman: Here's your update: you're not welcome here!
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